Empowering all to achieve

Severn Vale School
An Academy

19" September 2016
Dear Parent/Carer
Re: Catering — Introduction of Biometrics

| am pleased to announce that cashless catering is coming to Severn Vale School with the introduction of
biometric technology, benefits of which are as follows:

e Biometric readers will remove the need for students to keep/carry individual cards, eliminating
the possibility of lost cards, misuse, etc.

e Increased speed of service, reducing queuing times.

e Accounts can be topped up with your existing ParentPay account.

e The introduction of ‘paying in” machines located in school to top up your ParentPay account.

Registration of accounts will take place on the 5" October 2016, this will involve each student registering a
finger or thumb (usually their thumb) on the new biometric system. Please be assured that this is only used
for the purposes of ensuring your child is included in the cashless system — thumb recognition details cannot
be accessed under any circumstance by anyone other than our chosen supplier for the purpose of cashless
payments (CRB Cunninghams Education Solutions). Please see the attached document from Cunninghams,
which provides further detail and answers to frequently asked questions.

As per current legislation, we will be operating an ‘opt in’ policy; if you wish to opt in, please complete the
reply slip at the end of Cunningham’s document and return it to your child’s form tutor no later than 3:00 pm
on Monday 19" September 2016. Please note that if you choose not to have your child registered on the
biometric system, an identification card or PIN will be allocated. Please note that cards and PIN codes do
not have the same level of security or benefits and it will be your child’s responsibility to remember the
code and/or keep their card secure at all times. If students lose their card, they will be charged £2.50 for a
replacement and will need to bring a packed lunch until they have a replacement card.

| hope this letter and the attached information proves helpful. Please be assured that biometric technology is
used throughout many schools (nationwide) and is proven to significantly increase the ease of managing your
child’s/children’s catering accounts, as well as the catering experience for your child in school.

If you have not registered yet for the school’s online payments system ParentPay, then please contact the
school’s finance office to request your login details.

If you have any queries, please do not hesitate to contact me.

Yours sincerely

P

P

~ Louise Kingscott
School Business Manage

Enc

Severn Vale School, Quedgeley, Gloucester, GL2 4PR

01452 720458 + svs@sever nvaleschool.com + www .severnvaleschool.com
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CASHLESS PAYMENT SYSTEMS

CRB Cunninghams Education Solutions

Headley Technology Park, Middle Lane, Wythall, Birmingham, B38 0DS
Tel: 01564 829999, E-mail: info@crbcunninghams.co.uk

What Are Biometrics?

Biometrics authentication is the automatic recognition of a living being using suitable body
characteristics. By measuring an individual's physical features in an authentication inquiry and
comparing this data with stored biometric reference data, the identity of a specific user is
determined. There are many different biometric features that can be used for authentication purposes
these include finger image, signature, iris, retina, DNA or any other unique characteristic. Once a
characteristic has been chosen the next stage in the Biometric process is authentication. A biometric
feature is saved on to a database. Once the data has been stored, a new scanning of the biometric
feature is taken. If the comparison is positive, access to the appropriate application is granted.

Biometrics and Security

Students, parents and staff can rest assured that
the fingerprint images cannot be used by any
other source for identification purposes. The
system uses an image of the finger to create a
mathematical algorithm and then discards the
finger image; only the numbers remain and these
cannot be reinterpreted back into a finger image.

Frequently Asked Questions

Why do you need to take my child’s finger image?
By taking an image of your child’s finger we can
turn this information into a digital signature.

Can finger images be used by any other agency?
No, the software we use turns your child’s finger
image in to a mathematical algorithm. The image

of the finger is then discarded. The information

that is stored cannot be used to recreate an
image of the child’s finger.

What happens when my child leaves the School?
When a student leaves school all data can be
deleted very easily.

How does it work?

When the child places his/her finger on the
scanner, the software matches their finger
image with the unique digital signature held in
the database.

SEVERN VALE SCHOOL - Reply slip (please complete this form and return it to your child’s form tutor)

Impact Biometrics Opt-in form

I do wish for my child to be included in the Impact Biometric registration process

Name of student:

Year:

Tutor Group:

Name of parent/carer:

Signed:
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Frequently Asked Questions

What is iDStore?
iDStore is a central database located within a school, which stores the information that identifies
pupils uniquely to each of the applications used at the school.

iDStore requires each pupil to register only once, usually by placing a finger on a fingerprint scanner,
although other identification methods are available.

Why use iDStore instead of other existing identification methods?
The centralised system of iDStore speeds up the registration process — each student need only
register once, no matter how many applications requiring identification are in place at the school.

With a biometric system, students cannot borrow or steal credentials from each other, reducing the
opportunities for bullying. Queues are reduced because the rate of identification of students is
quickened. Students no longer need to carry cards, remember PIN numbers, or use cash to purchase
a meal.

Biometric systems save time and money for both schools and pupils because the need to replace lost
cards and forgotten passwords is eliminated.

Does iDStore record images of individual fingerprints?

iDStore does not store images of fingerprints on its system, and never will. Only mathematical
representations of certain points of a finger image are recorded, typically between ten and sixty
depending on the characteristics of the finger. This mathematical data is encrypted and is called a
template. The data is extremely secure in its encrypted form, and even if it were not encrypted, it
would be impossible to recreate the original fingerprint image from the stored data.

s it possible to recreate a fingerprint from the data stored by iDStore?
No, the iDStore system only stores a short string of encrypted numbers, too little data for the
original print to be reconstructed.

How secure is the stored data? What would happen if somebody stole it?

The iDStore database is protected by a licence key. This means that the database and any backup of
its contents can only be accessed on licenced hardware. The hardware is stored in the schools own
secure facility, so that the encrypted data is only available to the registered licensee. Even if a
school’s security were to be compromised and a backup of the database stolen, the encrypted data
would still be unreadable, even by another school.

info@crbcunninghams.co.uk

www crheiinninehames co ik
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If | lose my bankcard, then it can be replaced. But | can’t replace my finger. If a

template is stolen, have | lost my identity forever?

The simple answer is no. The fingerprint template stored in the database is merely a string of
encrypted numbers. If this string of numbers were to be removed from the database, it would be
useless because it cannot be recognised as a fingerprint. A fingerprint scanner checks for a real
finger — it does not recognise a string of numbers.

Could the police or a court of law use the fingerprints stored in an iDStore database?
iDStore does not store fingerprint images. The recorded templates are comprised of a set of
numbers, which represent each person. This set of numbers will be unique within populations of
hundreds, or a few thousands, of people. However, in a wider population, the system is not accurate
enough for the templates to be usable for forensic matching with any degree of certainty. A court of
law would not be able to use this information as evidence.

What happens about twins, or someone who has hurt their finger?

Even identical twins have different fingerprints and will not be mistaken for each other by iDStore. In
very rare cases there are people who are born without fingerprints. Occasionally someone’s
fingerprints may deteriorate because of exposure to some chemical products, and sometimes
temperature change can cause reduction in fingerprint quality. However, a cut finger would not
cause any problems for iDStore, unless it resulted in a major disfigurement.

ls there an alternative for pupils who are unable to provide biometric data for some

reason, such as a disability?

Alternative identification methods, such as smart cards and name and photo identification, are
always available in iDStore systems. Pupils unable to provide biometric data can opt to use one of
these methods, as can any pupil who prefers not to use biometrics.

If | object to my child being fingerprinted, what will happen?

The school will issue any pupil who wishes to opt out of the biometric system with an alternative
method of identification. iDStore recognises a number of identification methods, including
smartcards, PIN numbers, passwords and name and photo lookup.

info@crbcunninghams.co.uk
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